busHec-pewieHnA

ESET npepnaraet pag busHec-pelieHnin ANA KOMNAEKCHON aHTUBUPYCHOM 3aWuTbl UT-

MHOPACTPYKTYPbI KOMMNAHUM U KAXKA,0r0 06bEeKTa KOPNOpPaTUBHOM ceTw.
KnioueBble npenmyuiecrea 6usHec-peweHnint ESET NOD32

HapexHocTb
e KomnneKkcHas 3alMTa OT BCEX BU0B KMbepyrpos
e be3onacHoCTb AaHHbIX N0/b30BaTENSA
e  3aWMLEHHbIA MHTEPHET U 3/1IeKTPOHHAA NoyTa

BbicTpogeiicTBue

. MUHMManbHoOe BAMAHUE HA npon3soanTeENIbHOCTb CUCTEMDI
. BbicoKas CKOpPOCTb pa6OTbI Ha Ntobbix KOMnNblOTEPAX

Nerkoctb / Yp06cTBO B paboTe
e [lpocToTa YCTAaHOBKM M UCMOJIb30BaHUA

. OTCYTCTBVIE HaBA34YNBbIX OKOH U ANanoros
. yCOBepLLIEHCTBOBaHHbIe UHCTPYMEHTbI UEHTPA/TIM30BAHHOIO agMNHUCTPUPOBAHUA

KomnneKkcHblie peweHua ESET NOD32

ESET NOD32 Secure Enterprise
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KomnnekcHoe KpoccnnathopMeHHOE pelleHme obecneunBaeT HageKHYH0 3aWMTy Kaxaoro

y3na KOpHOpaTMBHOVI CeETN N NO3BONAET LEHTPA/NIN30BAHHO I'IO,CI,OIZTVI K BOonpocy obecneyeHus

6e30nacHOCTUN Ha BCex YPOBHAX CUCTEMbI B OpPraHn3aumnax noboro macwTaba.

'MbKana cuctema NNUEeH3NnpoBaHNA NpegoCcTtaBNAET BO3SMOXHOCTb C06paTb KoOmMmnnekc

6e30MacHOCTM, OTBEYAIOLWMNI 3a4a4aM KaXK A0 KOMMNaHUK, C y4eTOM Bcex ocobeHHocTel

KopnopaTtnsHon UT-uHbpacTpyKTypbl.
KomnoHeHTbI

3awmTa paboumx cTaHUU
PacwunpeHHan 3awmTa paboumx cTaHumm
3awmnTa MOBUNBLHBIX YCTPOMUCTB

3awwmTa pannosbix cepsepos



3awwmTa NOYTOBbLIX CEPBEPOB
3almTa MHTEPHET-LWNI0308B

ESET NOD32 Smart Security Business Edition
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PacwmpeHHaa aHTMBMPYCHaA 3aWmTa pabounx cTaHUMN, MOBUABHBIX YCTPOMCTB M GanNoBbIX
CepBepoB C BO3MOKHOCTbIO LLEeHTPa/IM30BAHHOIO YNpPaBAEeHUA.

KomnoHeHTbI
3awmTa paboumx cTaHLUi
PacwunpeHHan 3awmTa paboumx cTaHumm

3awmnTa MOBUNBLHBIX YCTPOMUCTB
3awmnTa PpannoBbIX CEPBEPOB

ESET NOD32 Antivirus Business Edition

ANTIVIRUS @ m

LleHTpann3oBaHHan aHTUBMPYCHAA 3alinTa paboumnx cTaHUNM, MOBUABbHbIX YCTPOMNCTB U
$annoBbIX CEPBEPOB.

KomnoHeHTbI
3awmTa paboumx cTaHUUi

3awmnTa MOBUNBLHBIX YCTPOMUCTB
3awmTa PpannoBbIX CEPBEPOB



ESET NOD32 Small Business Pack

ISBI\L’IIQI%ESS PACK @ m

CneunanbHoe aHTUBUPYCHOE peLleHne Ans HeboNbLIO KOMMbIOTEPHOM CETH,
obecneumnBatoLee HaZeXHYIO 3aLLNTY OT BPEAOHOCHbIX MPOrPamm 1 MHTEPHeT-yrpo3 bes
JINWIHKUX 3aTpar.

KomnoHeHTbI

3awmTa paboumx cTaHUU
3awmTa MOBUNbHbIX YCTPOICTB

LleHTpanusoBaHHOe ynpasneHue

ESET Remote Administrator

REMOTE
ADMINISTRATOR

LeHTpannsoBaHHOe agMUHUCTPUPOBaHUE 1 ynpasaeHue npoayktamu ESET NOD32 B
KOPMNopaTUBHbIX CPeaax pasIMYHOM C/IOKHOCTU. lNoBblwaeT 6e3onacHocTb UT-
MHOpPacTPyKTYpbl, 0becneynBaeT becnepeboinHyo paboTy 3aLLUTHBIX MEXaHU3MOB
aHTUBUPYCHOMN CUCTEMBI.

OCHOBHbIe BO3MOXHOCTHU

f'mbKoe ynpasneHue
HacTpoiKka nonntuku 6e30nacHoOCTM 1 ynpaBieHne aHTUBUPYCHOM CUCTEMOWN KOMMaHWUK C
opHoro paboyero mecra.

MOHUTOPUHT
OTobparkeHune peasbHOro cocToAHMA 6€30NacHOCTU M CObbITUIA B OTYETAX.

BbicTpanA ycTaHOBKa
Mo3BONAET Pa3BEPHYTb KOMMNEKCHY CUCTEMY aHTUBUMPYCHOW 3aLLMTbI Y3108 KOPMOPATUBHOM
CeTV 32 MMHMMa/IbHOE BPEMS C MMHMMA/IbHbIMU TPYA03aTpaTaMMm.



KnioueBble ocobeHHOCTH

e LlleHTpanM3oBaHHOE yNpaB/iieHNe aHTUBUPYCHOM 3aLWMUTOM
e HacTpoika noanTnku 6esonacHocTu

e CTaTUCTWKa M OTYeTl

e YpaneHHas yCTaHOBKA

e PerynapHble 06HOBNEHWUA

e YnpaBssieHue rpynnamu

OnepauyunoHHble cuctembl: Microsoft Windows

BecnnaTHbI NPOAYKT, MOXKHO MCNO/Ib30BaTb C Nt0bon nnueHsnen ESET NOD32.

3awmTa paboumnx cTaHUUMN U paclUMpPEeHHana 3awmuTa pabounx ctaHumii

ESET Endpoint Security — paclumpeHHas 3awmTa paboumnx craHLum

ENDPOINT
SECURITY

AHTUBMpPYC | AHTMWNUOH | AHTUCNam | Device-KoHTponb | Be6-koHTponb | HIPS | daiiepson

3ddeKTMBHAA 3aWmnTa paboumnx CTaHUMIA KOPNOPATUBHOM CETU OT BCEX TUMOB YrPo3.
ObecneynBaeT oNTMMAa/IbHbIN ypoBEHb HE30MACHOCTU M BbICOKYHO NPOM3BOAUTENBHOCTL PaboThbl
NPY MUHUMA/NbHBIX CUCTEMHBIX TPeboBaHUAX.

KntoueBble ocobeHHOCTH
BbICOKMI ypoBeHb 6€30MacHOCTU JaHHbIX

e  BbifB/IEHNE BCEX TUMOB C/IOXKHBIX Yrpo3

e OnepaTuBHOE NPOTMBOLENCTBME aTaKaM KMBepnpecTynHNKOB

e [lpoBepKa penyTaumu NpUIOKEHUM 40 3anycKa

e CKaHMpoBaHMWe Be6-KOHTEHTa

e [penoTBpalleHue 3apaxKeHnit paboumx CTaHUMIA U ANULEMUN B KOPNOPATUBHOW CETH

3awWmTa OT HeM3BECTHbIX Yrpo3

e [leTeKTUpoBaHMe yrpo3 Ha ocHose obayHoro cepsumca ESET LiveGrid

e PacnosHaBaHWe paHee HEN3BECTHbIX YIrPO3 MO NPUHLMMIY TEXHONOMMKN 3BPUCTUYECKOTO aHaNMn3a
ThreatSense®

e [loBeaeHYeCKUI aHaAN3 NOTeHUMaNbHO onacHoro MO

e bnokMpoBaHWe BpeAOHOCHbLIX CCbIIOK B UHTEPHETE



KOHTpOﬂb CbEeMHbIX HOCUTeneun

e ABTOMATMYECKOE CKaHMPOBAHME COAEPHKAHNA NOAKIOYAEMbIX BHELLIHUX YCTPONCTB

e HacTtpoiika npaBma paboTbl CO CbeMHbIMU HOCUTENAMM MHDOPMALUKN ANA KaKA0r0o
nosib3oBaTens

e KOHTpPO/Ib AOCTYNa NO/sb30BaTENEN NO TUMY YCTPOMCTBA U 334aHHbIM aTpMbyTam

e MaeHTUOUKALMA CbEMHbIX YCTPOICTB

e OrpaHuueHue nogknoudeHmsa USB-npuHtepos, LPT/COM-nopTos, MOAEMOB, Kapapuaepos, a
TaK¥Ke ycTponcTs no cetu Bluetooth

OnepauyunoHHble cuctembl: Microsoft Windows

ESET Endpoint Antivirus

ENDPOINT
ANTIVIRUS

Y

ik

AHTUBMpPYC | AHTUWINKOH | Device-KoHTponb | HIPS

PelweHne ANA NPOAKTUBHOM 3aLWMTbl PaboYMX CTaHLMIA OT BCeX TMNOB BpegoHocHoro MO.
MpoBoauT onepaTMBHOE CKAHUPOBAHWE, HNOKUPYET PaboTy 3anpeLLeHHbIX NPUIOKEHUI,
WCKNIOYAEeT BEPOATHOCTb YTEYKM KOHPUAEHUNANBbHOM MHGOPMALMN.

KnioueBble ocobeHHOCTH

e BbICOKMI ypoBeHb 6€30MacHOCTM AaHHbIX

e  3aWumTa OT HEM3BECTHbIX Yrpo3

e KOHTPO/Ib CbeMHbIX HOoCuTe e

e PasrpaHuyeHue nNpas AOCTyNa K MHTEPHETY

e 3aWMTa OT BHELIHWUX BTOPXKEHUI U duabTpauma TpaduKa
e [lpoBepKa KOPMOPaTUBHOM MOYTHI

e  3awwmTa BMPTyanbHOM cpeabl

e PerynapHoe o6HoBNEHNE

e [1oNONHUTENbHbIE UHCTPYMEHTbI AMArHOCTUKMN CUCTEMDI

OnepauyunoHHble cuctembl: Microsoft Windows



ESET NOD32 Antivirus Business Edition ana Mac OS
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OCHOBHbIe BO3MOXHOCTH

e 3Sawmuwaet nnatdopmy Mac OS oT BpeAOHOCHbIX NPUIOKEHUN
e [leTeKTUpyeT yrpo3sbl, NpegHasHayeHHble ANA 3aparkeHma cTopoHHMx OC, B Tom uncne Windows
n Linux

e CKaHupyeT cbeMHble Hocutenn, USB, 10S-ycTpoiictea, CD 1 DVD-aucku, FireWire-nopTbl
e [lpoBepseT penyTaumio noTeHuManbHo onacHoro MO go 3anycka

OnepauunoHHble cuctembl: Mac OS

ESET NOD32 Antivirus Business Edition gaa Linux Desktop
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OCHOBHbIEe BO3MOXHOCTHU

e JddeKTnBHaA 3aWMTa KOMNbIOTEPA NOA YNpaBAeHMeM ONnepaLnoHHOM cuctemsl Linux ot
CNI0XKHOTO BpeaoHocHoro MO 1 MHTepHeT-yrpos

e [lpeaoTBpallaeT NOMNbITKUA XULWEHUA KOHPUAECHUMNANBbHBIX AaHHbIX U AETEKTUPYET yrposbl,
npegHasHaYeHHble 41 3apakeHns cTopoHHUX OC, B Tom umcne Windows

OnepaumnoHHble cuctembl: Linux



3awmrta MobMNbHDbIX YCTPOMCTB

ESET Endpoint Security ana Android

ENDPOINT
SECURITY

ObecneynBaeT BbICOKMI YPOBEHb AaHTUBMPYCHOM 3aLLMNTbl MOBUABbHBIX YCTPOMCTB NOA,
ynpasneHnem OC Android. CoueTaeT WMPOKKUIA cnekTp GyHKUMM ana obecneyeHms
6e30nacHOCTU KOHOMAEHLMANbHON MHDOPMALMM, XPAHALLENCA HAa CMapTPOHaAxX nam
NAQHLWeTax.

KnioueBble ocobeHHOCTH

3awmTa oT noTepmn KOHGUZEHUNANbHBIX AaHHbIX

B cnyyae notepn mobMIbLHOIO YCTPOMCTBA onpeaenseT ero MectonooxeHue no GPS-
KoopAMHaTam, yaaneHHo 610KMpyeT cMapTPOH UM NAaHLWET, yAaNaeT KOHTaKTbl U coobLeHns
ANA 3aLWNTbl OT HECAHKLMOHMPOBAHHOIO A0CTYMa.

Hape)xHas 3awmTa oT U3BECTHbIX U HOBbIX BUA0B Yrpos3

O6HapyX1BaeT U yaanseT UHTePHET-Yrpo3bl U BpegoHocHoe MO, KoTopoe pacnpocTpaHAeTca
nocpeactesom Bluetooth nnum B cetax Wi-Fi. O6ecneunBaeT 3aWwuTy NPUNONKEHUIA, GaliNoB U KapT
namaTu.

YpaneHHoe agMUHUCTPUPOBaHUE

MpoBepKa COCTOAHMA 3aLMTbl, HACTPOMKA KOPNOPATUBHOM NONUTMKN Be30NacHOCTU U
LEeHTPaNN30BaHHOE aAMUHUCTPUPOBAHME OCYLLECTBNAAETCA YAANEHHO C €4MHON KOHCONM
ynpasneHuna ESET Remote Administrator

OCHOBHbIEe BO3MOXHOCTHU

e [loBeaeHYeCKUit aHanms yrpos

e AHTUCNam

e  [MCTaHUMOHHaA 3alnTa

e PacwunpeHHoe ckaHupoBaHue

e  BcTpoeHHbIl ayauT 6esonacHOCTH

OnepauunoHHble cuctembl: Android


http://www.esetnod32.ru/business/products/antivirus/era/

ESET Mobile Security Business Edition

AHTUBUPYC | AHTMWNKOH | AHTUCNam | Paitepson

PelleHne ANa aHTUBUPYCHOM 3aLWMTbl MOBUIbHBIX YCTPOMCTB nog ynpasneHnem OC Windows
Mobile n Symbian. CoyeTaeT WMPOKMI cnekTp PyHKUMIN ana obecneyeHmns 6e3onacHOCTH
KOHOMAEHUMANbHbIX AaHHbIX OT KPa*KM 3/10YMbILLIEHHUKAMM.

OCHOBHble BO3MOXHOCTU
3awmTa B pexxume peasbHOro BpemeHu
e MrHoBeHHOe cKaHMpoBaHWe HaNN0B U YCTAHOBIEHHbIX MPUIOKEHUM
e [lpoBepKa Bcex 06bEKTOB, 3arpyaembix U3 MHTepHeTa nocpeactsom Wi-Fi, Bluetooth, GPRS n
EDGE
e [loBeAeHYECKUI aHANN3 U AETEKTUPOBAHME paHee HEM3BECTHbIX Yrpo3

SMS / MMS AHTucnam

e bBnokupoBKa HexenaTenbHbix SMS n MMS-coobLeHui
e HacTpoiKa «4epHbIX» U «6enbix» CNUCKOB KOHTAKTOB

daitepson

e MOHMUTOPUHT BCEX BXOAALLMX U UCXOAALLMX COEANMHEHNI Ha OCHOBE 3a4aHHbIX NPaBu
e ABTOMaTMyecKasa 6/10KMPOBKa NpMemMa 1 nepegadn AaHHbIX B POYMUHre

BcTpoeHHbI ayauT 6e3onacHoOCTU

e [lpoBepKa MOBUNBHOrIO YCTPOICTBA NO pacnmncaHuio
e OTyeTHas MHPOPMALIMA O COCTOAHUM CUCTEMBI, BKAKOYAA AaHHble 0 3apsaae 6aTapeu, Bluetooth,
cB060OAHOM NAMATM N NOAKNOYEHHbIX YCTPOMCTBAX

Remote Wipe
CneuymanusmnpoBaHHaa SMS-KomaHAa NO3BOAAET yAaNEHHO CTEPETb BCE NEPCOHANbHYHO

nHbopmaumio ¢ TenedoHa, BKAKOYAA KOHTAKTbI, COOOLLEHNA U AaHHbIE HA KapTe NaMATK.

OnepauyunoHHblie cuctembl: Microsoft Windows Mobile, Symbian



3awuTa ¢aiinoBbIX cepsepos

ESET File Security ana Microsoft Windows Server
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PeweHwne ana obecnedyeHma apdeKTUBHOM 3aLnTbl GaNN0BbIX CEPBEPOB OT BCEX TUMOB
BpeAoHOCHbIX nporpamm ana Microsoft Windows Server.

e eShell (ESET Shell)
NHTerpupoBaHHas KOMaHAHasA CTPOKa NO3BO/ISET PACIMPUTb BO3MOMKHOCTM YNpPaBieHUs
peweHuamm ESET, co3gaBaTb CKpMNTbI 418 KOHPUIypaummn NpoayKTa U BbIMONHEHWUA AEACTBUNA.
e [lpaBuna UcknoUYeHN
ABTOMaTHYeCcKoe 0b6HapyKeHUe KPUTUYECKUX MPOrpamm 1 Gpaiinos, KOTOPble MOTYT HapyLWKTb
paboTocnocobHoCTb cepBepa.
e MHoronoToyHoe cKaHupoBaHue 6e3 CHUKEeHUA NPOU3BOAUTENIbHOCTH
MuHUManbHble cUCTeMHble TpeboBaHMA U ONTUMM3aLMA PaboTbl B CEpBEPHOM cpeae
obecneuymBatoT 6€30nNacHOCTb $GaiNoBbIX cepBepoB 6e3 CHUKEHMA UX NMPOU3BOAUTENBHOCTH.

KnioueBble ocobeHHOCTH

MHTennektyanbHaa punbTpaumus
CKaHMpOBaHMeE 1 pacno3HaBaHMe BCEX TUMOB Yrpo3, MTHOBEHHAA PEeaKLMA Ha NOMbITKM
NPOHMKHOBEHWA BPEAOHOCHbIX MPOrpaMmm B KOPMOPATUBHYIO CETb KOMNAHMUMU.

BbicTpoaeiicTBue

ONTUMM3UPOBAHHDIN PEXUM PaboTbl U GUNBbTPALMM HE BAMAIOT HA NPOU3BOAUTENIBHOCTb
¢bannoBoro cepsepa U He CHUMKAKOT BbIYUCANTENbHbIE MOLLHOCTM ANA BbINOJHEHUA OCHOBHbIX
3ajau.

Hactpoiika noanTuk 6esonacHocTu
BO3MOYKHOCTb YCTAaHOBKM NPaBUA BbINOAHEHUA AEUCTBUIA NOCNE OBHAPYKEHNA BPeAOHOCHOTO
KoZia — OT NepeMeLleHUA 3apaXKeHHOro 06bEKTA B KAPaHTUH A0 NOMHOMO €ro yaaneHus.

MHpopmaTMBHbIE OTYETDI
C6op nonHom cTaTcTMKM no pabote ESET NOD32 File Security ana Microsoft Windows ¢
YKa3aHMeM /1I0roB M NOMbITOK 3apaXKeHUA CUCTEMDbI.

becnepeboitHaa paboTa u npoctoe ynpasneHue

Heobxoammblit HAbOP MHCTPYMEHTOB M PacLUMPEHHbIE BO3MOXHOCTU KOHOUIYpaLmit
obecneumBatoT cTabunbHyo paboTy NPOAYKTa M ero yaaneHHoe afAMUHUCTPUPOBAHME C
NOMOLLLbIO KOHCONM ynpasneHua ESET Remote Administrator.



[dononHutenbHble MHCTPYMEHTbI 4UAarHOCTUKU CUCTEMDI
BeaeHue }KypHanos 06 a¢pdeKTUBHOCTM paboTbl.

3awmTa BUpPTyanbHOM cpeabl

ESET NOD32 File Security ana Microsoft Windows obecneunBaeT BbICOKMIA ypOBEHD
6e3onacHocTU Npu paboTe Ha BUPTYaNbHbIX MALLIMHAX, NOATBEPKAEHHbIN cepTUPUKATOM
VMware.

OnepaumnoHHble cuctembl: Microsoft Windows Server

ESET File Security ana Linux / BSD / Solaris
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ObecneunBaeT 6esonacHocTb GainoBbIX CEpBEPOB NoA ynpasaeHuem Linux / BSD / Solaris ot
BCEX TUNOB BpeAOHOCHOro MO u MHTEepHEeT-yrpo3 C MMHMMA/IbHbIM BO34eNCTBMEM Ha
NpPon3BOAUTENBHOCTb U BbICTPOAENCTBME CUCTEMDI.

KnioueBble ocobeHHOCTH

PacwumpeHHoe cKaHupoBaHue
TwaTenbHOE CKaHUPOBaHUE aNbTePHATUBHbIX NOTOKOB AaHHbIX (ADS) B paiifiax, MOHUTOPUHT
Bcel GpaiNoBON CUCTEMbI U AETEKTUPOBAHME YIPO3 B PEXKUME PeaNbHOrO BPEMEHM.

YnyulweHHble AeMOH-cny»K6bl B Linux
MoBbllWeHHasA YCTOMYMBOCTb U 3PPEKTUBHOE CKAHMPOBaHME CAyXbblI Linux.

LleHTpanusoBaHHOe ynpasneHue

EavHana KoHconb agMmuHUCTpupoBaHma ESET Remote Administrator nossonaeTt yaaneHHo
HacTpaMBaTb NOJIMTUKKN K NPaBMIa 6€30MNacHOCTU, KOHTPOANPOBATb PaboTy U OTCNEKMBATb
cobbITUA NO 0BHAPYKEHNIO YrPO3.

MposepKa no Tpe6oBaHUIO
OAHOBpPEeMEHHOE CKaHMPOBaHWE HECKOIbKMX NPOLLECCOB U 3a4aHHbIX palinos yepes
KOMaHAHYIO CTPOKY.

Monb3oBaTenbcKkue KoHpUrypauum
BO3MOKHOCTb HAaCTPOMKM AN1A KOHKPETHbIX NO/b30BaTeNel onpeaeNeHHbIX NpaBun
CKaHMPOBaHMWA U AENCTBUIN C NOTEHLMANbHO ONACHbIMKU O6BEKTaMU.



PacwmpeHHble GyHKUUM KapaHTUHA
NHanBmayanbHoe XpaHWUIULLE NOAO3PUTENbHbIX U 3apaKeHHbIX Gpali/ioB Kaxkaoro
No/ib30BaTeNA C BO3MOXHOCTbIO YNpaBaeHua Yyepes Beb-uHTepdeiic.

OnepauuoHHbie cuctemsl: Linux / BSD / Solaris

3awWwmTa KOPNnopPaTUBHOM NOYTbI

ESET Mail Security gna Microsoft Exchange Server

MAIL vl
SECURITY =
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AHTUBMPYC | AHTUWINUOH | AHTUCNam

PelweHne AnA 3aWMTbl NOYTOBbLIX CEPBEPOB OT BCEX BUA0B BUPYCOB U MHTEPHET-Yrpo3.
CKaHupyeT n GUNbTPYET NOUTY B PEKMME PeanbHOrO BPEMEHMN.

KnioueBble ocobeHHOCTH

e WHTennektyanbHas puabTpaumn

e YCoBepLIEHCTBOBaHHAA 3aL4MTa OT CNama

e MHOronoTo4YHoOe CKaHMpPOBaHMUe

e bBbicTpogelicTBue

e becnepeboliHas paboTa M npocToe ynpaBieHue
e 3awwmTa BMPTyaNnbHOM cpeabl

e HacTpoitka nonnMTuK 6esonacHocCTH

e MOHUTOPUHT COBbITUI M NPOU3BOAUTENBHOCTU
e [lpaBuna UCKNIOUYEHUI

e PaclwmpeHHas cTaTUCTUKA

OnepauyunoHHble cuctembl: Microsoft Windows Server



ESET Mail Security gns Linux / BSD / Solaris

MAIL
SECURITY

ObecneunBaeT 3¢pPeKTUBHYIO 3aLLUTY MOUYTOBbIX CepBepoB Ha naatdpopmax Linux/BSD/Solaris ot
BCEX M3BECTHbIX U HEU3BECTHbIX PaHee MHTEPHET-Yrpo3, B TOM YMC/ae BUPYCOB, COBPEMEHHbIX
MoandUKaumii BpegOHOCHbIX NPOrpamm, YepBer, TPOAHOB, WNNOHCKoro MO, ¢uwmrHra n
cnama.

BbICOKMI1 ypOBEHb MPOM3BOAMUTENIBHOCTU MU MUHUMA/IbHOE NOTpebeHne pecypcoB NO3BONAIOT
obecneunTb 6e3onacHOCTb No4TOBbIX Unix-cepsepos ntoboro macwraba.

KnioueBble ocobeHHOCTHU

Hape)Hasa 3awmTta
[ByHanpaB/ieHHOe CKaHMPOBaHME BCEro BXOAALLErO N UcXoaallero TpadmKa no NpoToKoam
POP3, SMTP, IMAP c uenbio 0b6HapyXeHns BUPYCOB U NoTeHUmManbHo onacHoro MO.

MHoroypoBHeBas 3alumTa
MpUMeHeHWe HEeCKOIbKMX METOA0B GUNbTPALUM (HexKenaTeNbHbIX PEKTAaMHbIX COOBLEHN U
cnama).

BbicTpoaeiicTBue

Hebonblion pasmep nakeToB peryaspHbIX 0OHOBAEHUM CUTHATYPHbIX 633 U HU3KME CUCTEMHDbIE
TpeboBaHMA He OKa3blBalOT B/IMSIHUE Ha NPOU3BOAMUTENbHOCTb NOYTOBOrO CepBepa noj,
ynpasaeHuem Linux.

MpaBuna 3awmTbl

ONTMMM3MPOBAHHbIN PeXXMM PaboTbl U PUAbTPALLUKN NOYTLI HE BAUAET Ha NPOU3BOAUTE/IBHOCTb
NMOYTOBOrO CepBepPa U HE CHUXKAET Bbl4UCAUTE/IbHbIE MOLLHOCTY A8 BbINOJIHEHUA OCHOBHbIX
3a4a4 — 06paboTKM N AOCTaBKMU NOYTbI.

MbKaa noantuka 6esonacHocTn
OnpegeneHne NHANBUAYANbHbIX NAPAaMETPOB CKAHUPOBAHMA NOYTbI A1A FPYNMbI

nonb3oBaTenen u OTAENbHbLIX NOYTOBbLIX ALNKOB.

OnepauuoHHbie cuctemnl: Linux / BSD / Solaris



ESET Mail Security ansa IBM Lotus Domino

| MAIL

PeweHwne Ana NOYTOBbIX CEPBEPOB CKaHMPYET NOYTOBbIM TpaduK 1 obecneumBaeT HaLEeKHYHO
3aLMTY KOPNOPATUBHOW NOYTbI OT BCEX TUMOB BPEAOHOCHbIX MPOrPaMm M1 Cnama.

KnioueBble ocobeHHOCTH

MNepeposas 3awmTa ot cnama

CouyeTaHMe HECKONIbKMX TEXHONOTMI aHA/IN3a NMUCEM M TOYHAA HAaCTPOMKa BCeEX NapameTpoB
3aWMTbl HENOCPeACTBEHHO M3 UHTepdelica Nnoab3oBaTena obecnevymBatoT MaKCMMaNbHYHO
3aLMTY OT HEXKeNaTeNbHOW NoYTbl NPU MUHMMAIbHOM NOTPebeHMM CUCTEMHBIX PECypCOoB.

KomnnekcHaa aHTUBMPYCHaA 3almuTa

PelwweHune BKAOYaET MOAYNb PE3ULEHTHOM 3aLUNTbI, OCYLLECTBAAET CKAHNMPOBAHUE MO
TpeboBaHMIO, aHaNM3MNpPYyeT TPadMK Ha ypoBHe SMTP-wAt03a, a TaKKe BbINOAHAET perynspHble
NPOoBepKM apxmea nucem B 6ase AaHHbIX IBM Lotus Domino.

Co3paHue «cepbix» CNUCKOB

JonoNHUTENBbHbIA YPOBEHDb 3aLLMTbI OT CMama 3a CYeT OrpaHNUYEHHOM A0CTaBKM HeXKenaTeIbHbIX
nucem, NOCTynawLWmx Ha cepep. HKypHan «cepbix» CNMCKOB 0TOOparkaeT nogpobHyto
MHPopMaLMIO N0 3a4aHHBIM KPUTEPUAM.

YnyuweHHbIX mogynb AHTUCNAM
To4HaA HaCTPOMKA BCeX NapaMeTpoB HEMOCPeACTBEHHO M3 UHTepdenca Nnoab3oBaTena
obecneumnBaerT elle 6onee KayecTBEHHYO U 3GDEKTUBHYIO 3aLUTY OT HEXKEeNATeIbHOM NOYTbI.

XKypHan cnama
OTobparkaeT MHGopmaumio 06 oTnpasuTene, noayyaTene, OLEeHKe cnama, KnaccupuKkaumm n
BbINO/IHEHHbIX AENCTBUI C paiinom.

[epeBo pacluMpeHHbIX HacTpoeK
NHTYUTUBHAA HaBUrauma A1A HAaCTPOMKM ynpaBaeHMA BCEMU MapaMeTpPaMmn aHTUBUPYCHOM
3aLWMTbl MOYTOBOrO CcepBepa.

UcknioueHus
BecnepeboiiHan paboTa cepBepa obecneumBaeTca 3a cHeT 0OHAPYKEHMA U UCKNHOYEHUA
KpUTUYECKMX GpaiinoB onepaLMOHHOM CUCTEMDI.

JlerkocTb YCTAaHOBKM U HAaCTPOMUKMU
PaclwmMpeHHble NapameTpbl HACTPOEK, UMNOPT / SKCNopPT $ainoB KoOHPUrypaunn ansa yaobcrea
YCTaHOBKM MPOAYKTa.



O6beanHeHne NMUEeH3ni
BO3MOKHOCTb CAUAHUA NULLEH3UI C LEe/blo YNPOLWEHMA YyNpaBAeHUs TNLEH3UAMU B O4HOM
KOpnopaTUBHOM CETH.

OnepauyunoHHble cuctembl: Microsoft Windows Server

ESET NOD32 Antivirus gna Kerio Connect

| MAIL

PeweHwne Ana 3alnUTbl NOYTOBbIX CEPBEPOB NOA ynpasaeHmem naatdopmsbl Kerio.
ObecneuynBaeT COBpeMeHHbI YpoBeHb 6€30MacHOCTM M NPOTMBOAENCTBME BPEAOHOCHOMY
nporpammHomy obecneyeHuto A0 ero NPOHUKHOBEHUA B CETb.

BblCcOKas Npov3BOAUTENBHOCTD M MMHMMA/IbHAA PECYPCOEMKOCTb NO3BONAIOT 0becneynTb
6e30nacHOCTb NOYTOBbIX Unix-cepBepoB B KOMMNaHUAX Ntoboro macwtaba.

OCHOBHbIE XapaKTepPUCTUKH

HapexHaAa 3awumTa

OnepaTnBHOE OOHapYKeHUe 1 yaaneHne Bcex TUMOB U3BECTHbIX M paHee HEM3BECTHbIX Yrpo3 B
NUCbMax, a TaKXe PUAbTPaLLUA BAOXKEHHbIX GalAIOB NO MMEHW, PACLLUMPEHUNIO UIN NO TUNY
MIME.

3awuTa KAMeHT-cepsepa
PelwweHune BKAOYaET Bce HEOOX0AMMbIE MHCTPYMEHTbI A5 NOIHOLEHHOro obecnevyeHmns
6e30nacHOCTU cepBepa, B TOM YMC/e Pe3nAEHTHYIO 3aLUUTY U CKaHMPOBAHWE MO 3anpocy.

Pabota B poHOBOM pexkume
CKaHMpoBaHMe B GOHOBOM PEXKMME BCEro NOYTOBOrO NOTOKA AaHHbIX NO3BONAET CHU3UTb
HarpysKy Ha NPoOM3BOAUTENbHOCTb CEPBEPA A0 MUHMMYMA.

MuHuMmanbHoe BAMAHUE HA paboTy cepBepa

Bce 3a/a4M NPOBEPKM U CKAHMPOBAHMA NOYTOBOrO TpadMKa NPOU3BOAATCA MO aNTOPUTMAM U
TEXHO/I0TMM 3BPUCTUYECKOTO aHaIn3a Ha YPOBHE AAPa, YTO NO3BOIAET obecneymTb
6bICTPOAENCTBME CUCTEMbI B LLE/IOM.

MnaHupoBLMK 33834
MpucyTCcTBYET BO3MOXHOCTb HAaCTPOUTb CKaHep A5 paboTbl TO/IbKO Ha 3aaHHbIN nepuoj,
BpEMEHMN.

CamosawmTta
MpeaoTepaLLeHMe NOMNbITOK OTKAKYUTb MU U3MEHUTb CTAaTyC He3onacHOCTH cepBepa (B Bepcum
ans Windows).



MoaAaepKKa pasnuyHbix nhatpopm
ESET NOD32 Antivirus gna Kerio Connect Tak)e nogaepxmsaeTt onepaumoHHbIE CUCTEMDI
Windows u Linux.

OnepaumoHHbie cuctembl: Microsoft Windows Server / Microsoft Windows

3awuTa Wn3osB

ESET Gateway Security gna Linux / BSD / Solaris

GATEWAY .\ -
SECURITY -

3awmTa HTTP u FTP-wAt0308 OT BUPYCOB, YEpPBEWN, TPOAHOB, WNUOHCKOro MO, pULnHra un
APYrMX UHTEpPHeT-yrpos.

AApo NPUNOKEHUA OCHOBAHO Ha MHTENNEKTYyanbHOM TexHonorum ThreatSense®, otanyaerca
BbICOKOM CKOPOCTbIO CKaHNPOBAHUA N 3DEKTUBHOCTHIO OOHAPYXKEHMA KOMMNbIOTEPHbIX YrPo3.

KnioueBble ocobeHHOCTH

MpoakTuBHaA 3aWMTa

NHTennekTyanbHble TEXHONOMMN OOHAPYKEHUA BCEX TUMOB YrPoO3 U pacluMpeHHoe
CKaHMpoBaHMe obecneymBatoT BbICOKMA ypoBEHb 6€30NacHOCTM CeTM OT NPOHUKHOBEHMUSA
BPEO0HOCHbIX NpOrpamm.

CKaHuUpoBaHMe AaHHbIX
MpoBepKa AaHHbIX, TPAaHCAUPYeEMbIX MO NpoTokoaam HTTP, SMTP, POP3 u FTP, Ha Hann4yune
BpeAoHOCHOro Koaa.

BbicTpoaeiicTBue
ONTUMU3NPOBAHHbIN PEXKUM PabOTbl U MUMHUMAbHbIE CUCTEMHbIe TpeboBaHua ESET NOD32

Antivirus ana Kerio Control He BAMAIOT HAa NPOU3BOANTE/IBHOCTb CUCTEMbBI B LLE/IOM.

OnepauuoHHbie cuctemsl: Linux / BSD / Solaris



ESET NOD32 Antivirus gna Kerio Control

| MAIL

PeweHwne ana punotpaumm Bcero TpaduKka Ha yposHe npotokonos HTTP, FTP, SMTP 1 POP3 u
CBOEBPEMEHHOM 3aLLMTbl KOPNOPATUBHOM CETU OT MHTEPHET-YIPO3, BUPYCOB, TPOAHOB,
wnuoHckoro MO, pyTkMTOB 1 BYTKMTOB.

KnioueBble ocobeHHOCTH

MNpoaKTuBHasA 3awmTa

NHTennekTyanbHble TEXHONOrMN OOHAPY»KEHUA BCEX TUMOB YrPO3 U pacllMpeHHoe
CKaHUpOBaHMe obecneymBatoT BbICOKMA ypoBEeHb 6€30NacHOCTM CeTM OT NPOHUKHOBEHMUA
BPEAO0HOCHbIX NPOrPaMMm.

CKaHupoBaHMe JaHHbIX
MpoBepKa AaHHbIX, TPaHCAUPYeMbIX MO NpoTokoaam HTTP, SMTP, POP3 un FTP, Ha Hannune
BpeLOoHOCHOro Koaa.

BbbicTpoaeiicTBue
ONTMMM3MPOBAHHbLIN pPeXXMM PaboTbl U MUHUMaA/bHbIE CUCTEMHble TpeboBaHua ESET NOD32
Antivirus ana Kerio Control He BAMAIOT Ha NPOM3BOAUTENBHOCTb CUCTEMBI B LLEE/IOM.

Hactpoitka nonntukm 6esonacHocTu
OnepaTmMBHOE BbIsIBIEHME BPEAOHOCHbIX NPOrpaMmm Ha YPOBHe WAt03a, NnpeaynpexaeHue ob
MHOMUMPOBAHHbIX Ppanax u NepemeLLeHNe UX B KAaPaHTUH.

MHdopmaTuBHbIe OTYETDI
BO3MOXKHOCTb CO3,aHMA OTYETOB M OCYLLLECTBAEHUA KOHTPOAA HaZ paboTon nonb3oBaTenen.

MonHaa nHterpaymna
YcTaHOBKa Yyepes KoHourypatop Kerio 1 nosiHaa coBMecTUMOCTb moaynen AHTUBUPYC U

AHTULWINUOH.

OnepaumoHHbie cuctembl: Microsoft Windows Server / Microsoft Windows



CI'IELI,MaI'IM3MPOBaHHbIe peweHunn

ESET Secure Authentication

RE
iEuc%JH ENTICATION

HapexHoe 1 npocTtoe cpeacTBO ABYXPAKTOPHOM ayTeHTUOMKALMM ANA A0CTYNa K
KOpNopaTUBHOW CETW.

KnioueBble ocobeHHOCTH

be3onacHbI gocTyn

AByxdaKTopHasa ayTeHTUdMKauma TpebyeT Hannuma AByX 31€MeHTOB: NOCTOAHHOrO Napos
(«TO, YTO NONBb30BaTENb 3HAET») U MOOUNBHOTO TenedoHa («To, YTO NONb30BaTENb UMEET NpU
ceber). 310 coyeTaHMe obecneynBaeT 601ee BbICOKUIM ypoBeHb 6e30nacHOCTU A0CTyNa K
MHGOPMALMOHHbBIM pecypcam.

HapeXHble naponu

BpemeHHble naponu dopmunpytoTca caydaliHbiM 06pasom 1 He MOryT BbiTb NOA06pPaHbI UK
MCNoab30BaHbl NOBTOPHO. MNonb30BaTeNb NONYyYAET BpeMeHHbIN Naponb B SMS-coobweHnm nnm
B MPUNOKEHUM Ha MOBUIbHOM TenedoHe (NoAKAOYEHME K UHTEPHETY He TpebyeTca).
MpunoxeHne onNoNHUTENbHO 3awmueHo PIN-Kogom gna npegoTspalleHun
HEeCaHKLMOHNPOBAHHOIO AOCTYNa.

MpocToTa U NerkocTb BHeAPEeHUA

MpoayKT ESET Secure Authentication Bkio4aeT npunoxeHue Ans MobUAbHbIX YCTPOMCTB
COTPYAHMKOB KOMMNAHMKN U CEPBEPHOE NPUNOIKEHME, KOTOPOE Nerko nHTerpmpyetca ¢ MMC
(Microsoft Management Console) n ADUC (Active Directory Users & Computers).

CoBmecTMMOCTb ¢ Beb-npunoxkeHnamm Microsoft

MpoAyKT NONHOCTbIO NOAAEPKUBAET TaKMe peleHns, Kak Microsoft Outlook Web App,
Microsoft Exchange, Microsoft SharePoint, Microsoft Dynamics CRM n Microsoft Remote
Desktop Web Access.

Mopaepxka VPN u VDI-cuctem

Nerkas uHTterpaums 8 RADIUS-cuctemsl, B Tom uncne Microsoft Forefront Threat Management
Gateway, Barracuda, F5 FirePass, Cisco ASA, Fortinet FortiGate, Citrix Access Gateway, Juniper,
Citrix NetScaler, Palo Alto, Check Point Software, SonicWall, VMware Horizon View u Citrix
XenApp.

MakeTtbl APl n SDK

[ns BHeApeHUs B COBCTBEHHbIE CUCTEMbI ayTEHTUPUKALMUM U CUCTEMbI AONONHUTENIBHOTO
noATBEPXKAEHUA AEMCTBUA NO/Ib30BaTENA AOCTYNHbI NaKeTbl UCXOAHbIX KoaoB APl (ansa cuctem,
noAKn4YeHHbIX K Active Directory) u SDK Ha 6a3e Java, PHP 1 Microsoft .NET (ana cuctem,
NCNO/b3YIOLWNX, COBCTBEHHYIO 6a3y AaHHbIX).



OnepauuMoHHble CUCTeMbI: KpoccnaathopmeHHOoe pelleHue

ESET Security ana Microsoft SharePoint Server

¥ ‘i

SECURITY

=

BusHec-pelweHne npegHa3HaveHo A4 3aWwmnTbl Beb6-nopTanos coBMeCTHOM paboTbi C
KOHTEHTOM U patnamu. ObecneymBaeT HaZEeXHYH aHTUBMPYCHYIO 3aLlnUTY, GUAbTPaLMIO BCEN
nHbOopMaLMm 1 yaanaet MUHPULMPOBAHHbIE OO BEKTHI.

KnioueBble ocobeHHOCTH

3awmTa BCEro KOHTEeHTa
BbICOKMUI ypoBEHb 6HE30MACHOCTM XpPaHMAMLWA MHPOPMALLMKM M HOBOFO KOHTeHTa B SharePoint 3a
CYET perynapHoOro CKaHMPOBaHUA CPeabl U 3aNNaHMPOBAHHbIX MPOBEPOK.

UHTennektyanbHasa punbtpaums

MNprMmeHeHNe HECKO/IbKMX anrOpUTMOB pacno3HaBaHMs Yrpo3bl UK 3apaxeHHoro ¢aina, no
pe3ynbTaTam aHa/iM3a KOTOPbIX MPUMEHSETCA Habop AENCTBMIN NO NeYEeHUI0 UK YAANEHUIO
MHOMUMPOBAHHOTO 0bbeEKTa.

OonTumusauyma paborbl

BbicOoKas CKOpPOCTb U MMHUMAbHbIE cUCTeMHble TpeboBaHuA ESET Security ana Microsoft
SharePoint Server npakTM4YeCcKn He BAUAIOT Ha BbICTPOAENCTBME M NPOU3BOANTENBHOCTD
CUCTEMDI B LLeIOM.

BbicTpaa npoBepka
UcknoveHne onpeaeneHHbIX TMNOB $aii/ioB U3 CNUCKa NpOoBepAeMbiX NO onpeaeneHHbIM
naeHTUdMKaTopam No3BOAAET ONTUMMU3NPOBATL PAabOTY cepBepa.

Mpasuna uckno4eHnin
ABTOMaTMYecKoe OBHapyKeHWe U yaaneHne KpUTUYEeCKUX Nporpamm u ¢panaos, KOTopble MOryT
HapywmnTb paboTocnocobHOCTL cepBepa COBMECTHOMN paboTbl.

KpoccnnatdpopmeHHas 6e3onacHOCTb

Obes3BperknBaHune yrpos, HanpassieHHbIX Ha OC Windows, Mac v Linux, a TakXe pe3naeHTHan
3aLWMTa M NPOBEpPKaA «MNOo TPeboBaHMIO» AR KOMMNIEKCHOM 3aLmnTbl cepBepa COBMECTHOM
paboTbl.

MHpopmaTMBHbIE OTYETDI
C6op nonHom cTaTUcTMKM no pabote ESET Security ana Microsoft SharePoint Server ¢
yKa3aHMeM N10roB, NOMbITOK 3apaXKeHUA CUCTEMDI.



[ ononHuUTeNbHbIe UHCTPYMEHTbI KOHTPOAA
OTcneXmnBaHue AaHHbIX U MAeHTUPUKAUMA NONb30BaTeNs, AeUCTBMA KOTOPOro NPUBEn K
NPOHMKHOBEHMIO YrPO3bl.

CamosawmTta
MaponbHana 3aWmTa OT HECAHKLMOHNUPOBAHHOIO yAaAeHMA QaHTUBMPYCHOTO NPOrPaMMHOro
obecneyeHna NAK BMELLATENbCTB B CUCTEMY 3aLUNTHI.

OnepaumnoHHble cuctembl: Microsoft Windows Server

ESET NOD32 Secure Enterprise Pack 5.0

ESET NOD32
SECURE ENTERPRISE PACK 5.0

CeptudunumposaHHbiit PCTIK Poccrum KomnneKkT NPorpaMmMHbIX
npoayktos ESET NOD32, KoTopble MOTryT 6bITb MCNO/b30BaHbI A1
3aWNTbl NepcoHanbHbIX gaHHbIX B CMAH ao kKnacca K1, a Takxke
3alWNTbI KOHOMAeHUMaNbHON MHPopMaLmn B
ABTOMATMU3UPOBAHHbIX CUCTEMAX A0 Kacca 1l B 4acTM NOCTPOeHUA
aHTUBUPYCHbIX cncTem Noboro macwraba.

B KomnneKkT noctaBku nporpammuoro obecnevyenma ESET NOD32 Secure Enterprise Pack 5.0
BXOAAT:

e KoHBepT;

e DVD-60kKc c ronorpadpuyeckom Haknemkon ®CTIK Poccuu;

® [UCK c nporpammHbim obecneyeHnem ESET NOD32 n fokymeHTaumen;

e bymarkHana Konusa cepTudumkata PCTIK Poccuuy;

* JINUEH3MA Ha NporpamMmmHoe obecneveHne ESET NOD32;

* dopmynAap — LOKYMEHT, cogepKalunin nHGopmaumio o nporpaMmHom obecneveHnn m
pekoMeHZauunmM No aKcnayaTaunmn cornacHo TpebosaHmnam ®CTIK Poccum B pamkax
NOCTPOEHMA MHPOPMALMOHHBIX CUCTEM 3ALLUTbI NEPCOHANbHbIX AAHHbIX.

OenictByrowmm KnneHTam ESET, BHe 3aBMCMMOCTM OT KOJIMYECTBA NNLLEH3UIM, A0CTAaTOYHO
KynuTb oanH komnaekT ESET NOD32 Secure Enteprise Pack 5.0 u ycTaHOBUTb NporpammHoe
obecneyeHune ¢ NCNOIb30BaHNEM MMEIOLLMXCA Y KINEHTA IMLEH3UOHHbIX AaHHbIX.

Ceptndukatr PCTIK Poccum BblaaH Ha KomnieKcHoe pewweHne ESET NOD32 Secure Enterprise
Pack 5.0, KoTopoe BKAOYaeT ceaytowme KOMNOHEHTbI:



3awuTa paboumnx craHuyuit:

ESET Endpoint Antivirus ans Microsoft Windows
PacwupeHHas 3awmuTa paboumnx craHuumii:

ESET Endpoint Security ana Microsoft Windows

3awmta pannoBbIX CEpBEPOB:

ESET File Security ana Microsoft Windows Server / Linux
3awmTa NOYTOBbIX CEPBEPOB:

ESET Mail Security ana Microsoft Exchange Server / Linux
3awmTa MHTEPHEeT-W/1H030B:

ESET Gateway Security gna Linux

LleHTpanusoBaHHOe ynpaBneHue:

ESET Remote Administrator
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